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 Hello Everybody! My name is Ruchirangad Sharma and I am honored to be serving 

as your Head Chair for the 67th session of BMUN. I am a sophomore intending to study 

Economics and Business Administration. I am originally from India, but moved around a lot 

in South-East Asia, before settling in Malaysia for the past 12 years. In my free time, I love to 

play, talk and watch Cricket, sleep, and consume Netflix like nobody else. I hope that all of 

you have a fun time exploring the issues that have been highlighted in this report have fun 

researching! Looking forward to meet you!

 Hello Everybody! My name is Habiiba Malingha and I am a third year Business major. 

I am originally from Uganda, but l like to think that I am a global citizen. I truly believe that 

MUN provides the best conversation starters even outside school and I hope you enjoy 

learning from us and each other. So have fun doing it!

 Hey! My name is Jolie Leung, and I am a freshman intending to major in political 

science. I’m interested in growing my understanding of how the international community 

works to de escalate conflict in afflicted regions and the impact of third-party intervention in 

war-torn and developing nations. A fun fact about me is that at my first soccer game when I 

was six, I scored the winning goal!...on the wrong side of the field.

 Hi! I’m Shayna Kothari, and I’m a second-year Electrical Engineering and Computer 

Sciences major and Human Rights minor who is very excited to explore international relations 

through the lens of DISEC this year. I’m also particularly interested in global immigration, 

environmental regulations, and the intersection of technology and policy. Other things I like 

include poetry, laser cutters, and Trader Joe’s!

Ruchirangad Sharma

Head Chair, Disarmament and International Security

Berkeley Model United Nations, Sixty-Seventh Session
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TOPIC A: COMBATING CYBER TERRORISM 

 Before starting research on any topic, it is necessary to get an understanding of 

what the topic is. Cyber terrorism, as described by the US Federal Bureau of Investigation, 

is any “premeditated, politically motivated attack against information, computer systems, 

computer programs, and data which results in violence against noncombatant targets by 

sub-national groups or clandestine agents.” In today’s world of excessive internet usage, it 

seems that almost no one is safe from the peering eyes of the outside world. Ever since the 

Snowden revelations in 2013, the world has been made aware of the dangers of the internet 

and how it can be used to gather data on anyone anywhere in the world. Snowden brought 

the true dangers of cyberspace to the people when he leaked documents showing court 

orders that allowed the NSA to record and listen to people using the Verizon network as well 

as an eighteen page memo that, among other things, showed President Obama ordering 

intelligence officials to draw up a list of potential targets oversees for cyber attacks. Although 

this does not truly pertain to the topic of cyber terrorism, it is still necessary to include 

such examples as it gives an a strong gauge of the power of the internet and how it can be 

exploited. 

 With the ever-growing threat of the Islamic State and Al-Qaeda, it is imperative to 

discuss cyber terrorism. In the UN General Assembly, there has never been a resolution 

published that solely concerns cyber terrorism and the threats that it poses. Generally, issues 

regarding cyber crime are spoken about in a clause or two in relation to general terrorism.

There have been several events in the past that have shed light on the dangers the web 

poses . In the year 2000, a problem called the “Millenium Bug”, or “Y2K” arose, as in many 

systems, four-digit years were abbreviated to their last two digits. For example, the year 1954 

would be just 54. This bug gained traction when the year 2000 arrived. Did “00” mean 1900 

or 2000? Although this did not have a devastating impact on the population of the world, it 

still posed the question of how cyber space could be augmented and could be susceptible to 

manipulation and mishandling.

 In 2007, a series of DoS (denial of service) attacks on Estonian websites showed the 
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truly devastating effects that cyber warfare could have on nations. The perpetrators of 

the attacks overloaded web servers with overwhelming amounts of traffic, including ones 

related to the Estonian parliament, banks, ministries, and newspapers, that citizens could 

not access them. Following this attack, NATO conducted an internal assessment on how 

the attack was carried out and how the situation was handled, which was sent to the allied 

Defence Ministers of 2007, leading to the creation of a cyber defence policy and the creation 

of the NATO Cooperative Cyber Defence Center of Excellence, which is a multinational and 

interdisciplinary hub of cyber defence expertise, in May 2008 (Herzog 2011). 

 Furthermore, the attack on Estonia led to the creation of the Tallinn Manual on the 

International Law Applicable to Cyber Warfare, a report that discussed which laws could 

be applicable to the cyber world (Schmitt 2013). It has 95 rules that determine the use of 

cyberspace while explaining the way states have sovereignty over the internet, including 

existing international laws that are applicable to cyberspace. With the ever-growing threat 

that is posed to the online world, not only towards the normal civilian population but also 

towards governments and nations’ infrastructure, it is necessary to discuss these pertinent 

issues and think about how they can be combated. So far, not much has been done by the 

United Nations to definitely address this issue and talk about the concerns that it raises. 

It is becoming pivotal that that topic be addressed and new solutions be thought of when 

trying to combat this issue. It is also important to understand that cyberterrorism can come 

in many forms. While the major forms include the use of computers to attack other servers, 

it can also be linked to the world wide use of the internet. With the internet growing at an 

exponential rate, there is the growing risk of terrorist organizations using it as planning 

grounds to not only carry out acts using computers, but acts of physical violence. 
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Key Terms
Cyber-terrorism: As per the US FBI, any “premeditated, politically motivated 

attack against information, computer systems, computer programs, and data 

which results in violence against non-combatant targets by sub-national groups 

or clandestine agents.”

Cyber-crime: In general terms, cyber-crime can be be defined as the use of 

cyberspace such as the internet to carry out criminal activities. Cyberterrorism 

can be considered a form of cyber crime.

Cyber-warfare: An act of cyber crime committed by nations/countries in an 

attempt to damage another nations computer/information networks.

Denial of Service Attack: A denial of service, or DoS attack, is an attack on a 

server that is caused by flooding servers, attackers or networks with traffic, 

making it impossible to legitimate users to access the website. The Estonian 

Attacks were an example of such an attack. 

Internet: The Oxford dictionary defines it as a global computer network 

providing a variety of information and communication facilities, consisting of 

interconnected networks using standardized communication protocols

TIMELINE OF EVENTS
Month/Year Key Events

1988 Morris Worm is the first recognized worm that affected the 
nascent cyber infrastructure. It slowed down computers to the 
point that they became unusable.

2000 The Millennium Bug  related to the formatting and storage of 
calendar dates that began in the year 2000
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December 2006 NASA block of emails with attachments with fears that they 
may be hacked. The plans for the US space launch vehicles 
had been illegally obtained by foreign intruders. 

April 2007 Estonian government networks were pounded with denial of 
service attacks, causing some government online services to 
be temporarily disrupted and online banking systems halted. 

January 2009 Hackers attacked Israel’s internet infrastructure in the Gaza 
Strip. The attack was focused on government websites and 
was executed by 5 million computers.

June 2010 The Stuxnet worm was discovered, which was used to hack 
and control the centrifuges that were involved in the the 
process and preparation of uranium in Iran. 

October 2012 Kaspersky, a Russian firm, found out about a worldwide 
cyber attack dubbed “Red October” that entered computers 
through the vulnerabilities in Microsoft Word and and excel 
programmes.

June 2013 Snowden revelations pertaining to the data mining carried out 
by the NSA and the CIA.

May 2017 WannaCry ransomware attack, which used a flaw in Microsoft 
Windows to lock down files and demand ransom payments. 

General Overview
 Although cyber terrorism and cyber attacks are relatively recent developments in the 

threat towards a nations security, their impacts have neared the destruction conventional 

crime can cause. While there are many potential motivators, four main factors generally can 

motivate one to commit cyber crimes.

 First, there is the element of fear. In this case, the main aim of cyber attackers is to 

inflict fear among those attacked. Next, there is thrill, when the damage an attacker is doing 

is for effect, to make their attack grab the attention of people around the world. The third is 

vulnerability, to show the victim what an attacker is capable of doing and to show just how 

easily they are able to perform their job. The fourth is financial greed, wherein hackers can 

gain access to banks and sensitive information of the customers and swindle them out of 

millions of dollars at a time. (Janczewski, Colarik 2008)
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 But who are these hackers? 

Fig 1.1 : Taken from IBM Global Securities lab, detailing who actually carries out these cyber 

attacks

 As seen in Figure 1.1, most attackers do not do it to inflict serious damage, but rather 

for purposes of threatening or producing a spectacle. Only about 0.1% of these attacks are 

carried out by world-class criminals with the intent of causing damage, destruction and harm 

to their targets. 

 There are many different ways of carrying out cyber attacks. The most common form is 

viruses sent through emails, in the form of files or malicious downloads. Updates are another 

way through which viruses can enter a computer system, along with various other web 

enabled systems. These viruses are delivered in different ways too, including but not limited 

to worms, a trojan or through the use of malicious scripts (Janczweski, Colarik, 2008)

 Cyberterrorism is much cheaper than conventional crime, which is why it is becoming 

more and more popular. With close to 3.2 billion, or 51% of the world, having access to the 

internet, it seems that the internet provides the perfect environment to enable attackers to 

commit cyber crimes, ranging from small scale, personal attacks, to attacks on nations and 

their governments (Smith 2017). In a research conducted by the Pew Research Center to find 

out the percentage of US adults who use and access the internet, the following chart was 
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drawn up: 

Fig. 1.2 - Showing the annual increase in internet usage in US adults. 

 This figure shows the percentage of adults who have had access and have used 

the internet since the turn of the century in the United States, and looking at the general 

upwards trend, this number is only going to keep increasing. (Their website would be a 

good place to visit as they have charts pertaining to different parameters on internet usage 

such as gender and race, which delegates can use to draw conclusions and patterns). It is 

important to understand that cyber terrorism is on the rise and more dangerous than ever. 

In 2015, nearly 3.5 billion people, approximately half of the world population, had access to 

the internet, and the number is growing at a rate of 10 people per second. This is a rise from 

1995, where only 1% of the population had that access. 

 As Steven Bucci stated in his report on “The Confluence of Cybercrime and Terrorism” 

(2009), there are 3 main levels of danger. On the low end are small personal attacks, where a 

“hacker” operates for themself. In the medium end, the threat tends to be more severe, such 

as terrorists using the internet to orchestrate attacks or the organization of high level crime. 

The high level tends to be a full scale cyber attacks, such as the Estonian Attacks, where the 

hackers target the government with a political agenda.

 Anonymity is one of the biggest obstacles when it comes to cyber attacks, and in 
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extreme cases, it seems easy for these cyber terrorists to hack into any system in the world 

with this “superpower”. Apart from hacking into government servers, they can vandalize 

websites, hack secure systems of corporations and go through with fraudulent transactions, 

all of which it discussed in this research report. This is just a small segment of the power 

these cyber terrorists have when it comes to attacking nations and corporations alike

Assessing the Risk of Cyber Terrorism 
 Cyber terrorism feeds off of the vulnerability of computer systems and the vulnerability 

of the critical infrastructure. With the increased integrity that the interweb has to offer along 

with its advancement, its seems pivotal now more than ever to address the problem of 

physical damage caused by cyber attacks. 

 The very first recorded cyber attack was the Morris worm of 1988, which was 

developed by a 23 year old Robert Morris. A research program gone wrong, the Morris worm 

was not released with malicious intent, but rather with the hope to estimate the size of the 

internet. Instead, the program launched a series of DoS attacks on every computer it entered, 

causing it to overload thousands of computers and eventually crashing them to the point of 

uselessness. The estimated damage from that virus was said to be anywhere from $100 to 

$50,000 per computer affected, costing about $98 million in repairs (Boettger, 2000).

 Another attack was recorded in 2007 when an electricity generator in Idaho National 

Laboratory caught on fire after a system failure. Further inspection found it to be the 

work of cyber terrorists who, by altering the operating cycle of the generator remotely, 

overheated the system and set it on fire, completely destroying the machine worth hundreds 

of thousands of dollars. If such a hack were to happen to the power grid, or the water supply 

of a nation, the damage would be unimaginable. However, there have been no shortage 

of threats. During the summer of 2012, al-Qaeda sent out a video where they showed an 

operative threatening to launch attacks on power grids which would cut out the power 

supply to an undisclosed location for the better part of 3 hours. 

 Since then, there have been a surge of coordinated attacks using the internet on 

multiple organizations, nations and individuals likewise, causing millions and millions of 

dollars in damages and stealing millions more. In 1994, hackers attacked At&t and Sprint 
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servers causing them an estimated $2 million in damages from unusable computers and 

malfunctioning systems. Furthermore, in the same year, hacker Vladimir Levin singlehandedly 

accessed the accounts of corporate customers in the Citibank database and fraudulently 

transferred USD 10.7 million in dummy account holdings in various countries. 

 There has also been a rise in cyber terrorism that has spread through social media 

(Warf, Barney 2016). As more people join platforms such as Facebook and Twitter, individuals 

and groups can be targeted based on their communities and beliefs (i.e ethnicity) and with 

the added benefit of anonymity, such perpetrators are able to threaten and abuse their 

power without the inherent threat of getting caught as with traditional crime.  

 The downfall of any security attempt against cyber attacks is that the help comes 

after the crime has been committed. Hence, there is no way of knowing the various different 

channels through which cyber attacks can occur. Although internet security has developed 

well and has forced hackers to look into more sophisticated methods to carry out their 

attacks, it doesn’t help the fact that the internet is always evolving. With new security 

preventive measures being developed, it is also important to note that previous security 

programs and firewalls are slowly being outdated.  

The Expansion of Cyber Terrorism 
 With the internet expanding exponentially almost everyday, it seems harder and harder 

to keep track of what is available online in the form of websites we visit or advertisements 

that show up every now and then. The internet is proving to be a powerful tool for terrorists 

to exploit as they can enhance their image on the web and also puts them in a good position 

to attack computer servers at will. 

 In 2009, it was noted that the number of terrorist websites had increased from 100 to 

around 4800 over the span of a decade, increasing the pool of cyber terrorists on line and 

interacting in the same space as civilian population (Kaplan, 2009). Expert Evan Kohlmann 

has been quoted to say that “There’s no distinction between the online [terrorist] community 

and the real [terrorist] community.” With this growing network of cyber crime, a damper 

needs to be placed which can allow nations to successfully catch perpetrators of such crimes. 

 With the increased surveillance of the internet by various different agencies of the 
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world, it seems that the conventional terrorists have also found a way to use the vastness 

of the internet to hide and plot their moves without being detected. The internet, in recent 

years, has not only been used as a place to plan attacks or carry out acts of cyber terrorism 

or warfare, but has also been used as a way to collectively influence a group of people and 

build a following. 

 The first such case of internet usage in this way can be dated back to 1992, when the 

terrorist organization Hezbollah set up a website along with a private email service to inform 

its followers of the anti-Israeli resistance movement in Lebanon at the time. Furthermore, 

the Hamas has also used the internet to share with its supporters in the UK where meetings 

would be held. They also used the websites to send its members blueprints regarding how 

to build car bombs, and key terrorist attack locations where they could cause the most 

damage. In addition, Osama Bin Laden also used the internet to gather and cultivate a group 

of terrorists, by providing them with teachings of how to build bombs and creating a forum 

where “ideas” could be shared with the group. 

 In a report released by the UNODC in 2012, they also specified the ways in which 

terrorist organizations were training their members. For example, Inspire was an online 

magazine that was published by Al-Qaeda with the sole objective of enabling Muslims to 

train for jihad at home. In the magazine, it described ways in which to assemble explosives, 

firearms and grim ways in which a lone man could carry out a shooting from a tower. With 

such information available on the internet for people to access, it seems that the internet is 

being used not only to attack programs, but also to plot attacks of a more physical nature. 

 Additionally, there were the Estonian Attacks in 2007, which crippled the Estonian 

government when a series of DoS attacks were launched, overloading and crashing 

important government websites and suffering reduced internet speeds. Then in June 2010 

came the Stuxnet Attack, a virus found in factories and power plants all around the world. 

It was a special virus, which allowed the programmers to switch off the reactors or pipelines 

while still showing the operators that they were fully functioning. It is said that the main 

target for the virus was Natanz, Iran’s main enrichment facility, where they used centrifuges 

to isolate uranium. In 2010, it was said that the virus affected around 200,000 computers and 

1000 centrifuges, causing them to physically degrade. 
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Key Players - 
The UN has also proposed rules governing how cyberspace can be used. However, the UN 

was not the first multinational organization to do so. In 2001, the council of Europe held 

the Convention on Cybercrime that came into effect in 2004. It was one of the first treaties 

that was formed that addressed computer and internet related crimes, requesting member 

nations to increase cooperations between them to help combat this problem and share 

strategies that have been useful in the past. 

UNIDIR (United Nations Institute for Disarmament Research)

The United Nations institute for Disarmament Research (UNIDIR) held an event in October 

2016 where they discussed the details of cyber security in the modern world and how 

information technology was starting to have a larger influence on economic and political 

developments. Countries like China also have proposed a cybersecurity law, which came 

into effect in June 2017. The law pays more attention to protection of individual privacy 

and standardizes the collection and usage of personal information. It also protects key 

information infrastructure and proposes penalties for violating the law, with a maximum 

fine of up to RMB 1,000,000.  With these kinds of laws in place, it can be seen as a good 

framework for other newly industrialised countries to up their cyber security and use 

chinese law as a baseline framework to propose the protection of their citizens and their 

infrastructure. 

UNODC (Office of Drugs and Crime): 

The UNODC (Office of Drugs and Crime) recognize the fact that the act of cyber terrorism 

also falls under the generic category of crime. They have been known to provide technical 

assistance, training and helped raise awareness for such crimes and how they can be 

stopped. In 2012, they released a 158 page document highlighting how the terrorists use the 

internet to carry out attacks against the population in an attempt to educate the public and 

make them more aware of the crimes involving the use of the internet. 

North Atlantic Treaty Organization (NATO)
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NATO has been in the war against cyber terrorism ever since the Estonian Attacks in 2007. 

They have said that cyber security is now a part of their core task of collective defence and 

they reinforce their capabilities for cyber education, training and exercises. Moreover, they 

also specify that their focus remains on protecting their own networks as well as enhancing 

the resilience across all of its member nations. 

Russian Federation

The Russian Federation is one of the many nations that are involved in the conduction of 

cyber attacks. Within the nation, the population seems to be divided, with some saying it is 

a crime, and others talking about it as a powerplay that could be used if the country needed 

it. Some say that Russia was behind the cyber attacks against Estonia in 2007, following a 

diplomatic row. They took down the financial and government websites in what was called a 

distributed Denial of Service attack 

United States of America

The USA is also said to be one of the major parties involved with this issue. They have been 

both the victim and the perpetrator of cyber warfare. The Russian Federation hacked and 

penetrated the White House firewall and viewed sensitive files relating to the White house in 

April of 2015. USA’s attempt at cyberterrorism and cyber security was unveiled by Edward 

Snowden in 2013, when revealed that the United States government had hacked into Chinese 

mobile phone companies to collect text messages and had spied on Tsinghua University, one 

of China’s biggest research institutions, as well as home to one of China’s six major backbone 

networks, the China Education and Research Network (CERNET), from where internet data 

from millions of Chinese citizens could be mined. They were also said to be responsible for 

the Stuxnet worm that hit Iran, affecting their centrifuge systems and halting their production 

and extraction of uranium.

People’s Republic of China:

China has long been in the fight against cyber crime and cyber terrorism, and in march of 

2017, encouraged India and other BRICS members to accept its idea of “Cyber Sovereignty” 
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whereby each nation would be free to govern its own use of cyberspace without interference 

or breach by other nations. This seems to be a small move in the bigger picture that 

is Internet freedom in China, especially with the Chinese government having banned 

international sites like Google, Facebook and Twitter, in an attempt to bolster the popularity 

of their home grown sites “Baidu” and “Sina Weibo” . 

Key Resolutions:
There are few resolutions that focus solely on the issue of cyberterrorism on its own, as 

they usually come under resolutions that are related to the umbrella topic of terrorism. If 

anything, this highlights the need for the UN to have a more direct involvement in talks 

related to cyber terrorism and the need for more stand alone resolutions that focus on cyber 

terrorism in particular. 

1. A/RES/64/297

	 a.	Resolution	submitted	in	the	General	Assembly	on	8/9/2010,	proposed	by	The	United	

Nations	Global	Counter-Terrorism	Strategy

2. S/RES/2396

	 a.	Resolution	covering	the	threats	to	international	peace	and	security	caused	by	

international	acts,	dated	December	22,	2017.	

	 b.	A/RES/72/123

	 c.	Resolution	regarding	the	efforts	to	eliminate	international	terrorism,	dated	December	

7,	2017

3.	A/RES/70/291

	 a.	The	United	Nations	Global	Counter-terrorism	Strategy	review	dated	July	1st,	2016

4.	S/RES/2250

	 a.	Resolution	on	the	maintenance	of	international	peace	and	security,	dated	December	

9,	2015

5. RES 57/239 

	 a.	Proposed	in	2003	calls	for	increased	awareness	and	responsibility	by	capable	nations	

to	prevent,	detect	and	respond	to	cyber	security	threats.	

6.	RES	58/199
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	 a.Proposed	in	2004,	insists	member	nations	with	strategies	already	in	place	to	share	and	

help	member	nations	in	their	efforts	to	help	the	international	community	

Possible Solutions: 
 As stated above, it is extremely rare that a resolution has been put out that addresses 

the problem of cyber terrorism in its entirety. One of the main reasons for this is that most 

of the response to cyber attacks is in the form of damage control, as vulnerabilities are often 

not known early on, so the response is generally not focused on prevention. Another problem 

that hampers efforts to prevent cyber attacks is that there is still no strict internationally 

agreed upon definition for cyber warfare (Reich, Weinstein, Cabanlong, 2010). 

 In the past, some governments have used the concept of a “kill switch”, wherein the 

government can effectively “turn off” the internet of a country. This was used by Egypt during 

the Arab Springs incident of 2011; the government used the kill switch to make it harder for 

protestors to coordinate their activities. A similar tactic has been employed by Turkey and 

Iran during protests in their regions. But such a concept is unfeasible in nations with huge 

populations and a high reliance on the internet. It is simply impossible to shutdown the 

internet in many places, primarily due to the connections that networks have both inside and 

out of national borders. 

 Perhaps one of the first ways in which this problem can be addressed is through 

obtaining a proper definition for cyber terrorism. As of yet, the UN has failed to come up with 

a strict definition, which makes it difficult to classify acts of cyber crime. As per the resolution 

passed by the UNODC in 2012, countries that have not already done so may need to ensure 

that there are legal ramifications to committing such crimes and that acts of cyber warfare 

truly do qualify as a crime in their country. With a basic legal framework in place, it may 

cause perpetrators of these attacks to second guess their decisions. 

What may also be more secure is ensuring that computer networks are safely guarded by 

anti-virus protection such as Kaspersky protection or Norton security services. Although 

these programs may not be completely hack proof, they will still be able to identify any 

malware or viruses hidden deep in files and computer systems and will allow the users to take 

appropriate action before any critical damage is done.  
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 In terms  of preventing attacks rather than controlling their damage, it could be 

made a necessity for government officials to regularly check their computer systems and 

informational infrastructures to look for any abnormalities or suspicious cyber activity. 

Although not completely foolproof, it does add an extra layer of protection and security to 

regulate and check computer systems on a consistent basis.  

CASE STUDY:  Cybersecurity Principles
 From a high-level perspective, cybersecurity issues can be understood and discussed 

through a number of security principles (Popa, 2017) that apply to a wide variety of security 

environments and situations. This case study discusses a two key concepts in operational 

cybersecurity that should be considered when discussing issues of cyber terrorism.

 

Threat Modeling
 Before a defender commits to a defensive strategy for a specific target, the defender 

must decide on the set of threats that menace the given target. This set of threats is known 

as the threat model. To build a threat model, defenders decide on the type of attacker that 

will attempt to compromise the target of interest. The type of attacker is constituted mainly 

(but not exhaustively) by the motivations of the attacker to compromise the target, the 

resources and capabilities available to an attacker that will be employed to compromise the 

target, and the risks that the attacker is willing to take to compromise the target. From this 

profile, the defender can build a model of the types of threats this actor will pose. From this 

model, the defender selects a defensive strategy that will effectively neutralize every threat in 

the threat model.

 The axial point which this concept turns on is that not all defensive stances need 

to account for all types of attackers. Some models only need to account for opportunistic 

attackers while others need to assume that well-resourced states pose active, persistent 

threats to the target. Due to opportunity costs and limited availability of human capital, 

defenders should employ a strategy that only defends against the worst reasonable threat 

against them rather than the worst threat that exists.

 In the case of defending critical infrastructure against terrorists, a defender could 
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assume that a potential attacker is politically motivated and will take maximum reasonable 

risk to compromise a target. However terrorist groups may lack technical sophistication and 

have limited resources to pursue their endeavors. Therefore costly protections one might use 

to stop a revisionist state might not be necessary to defend against terrorists.

Security is Economics
 Within a given security environment attackers and defenders are rational actors. 

Because of this, all actors essentially make a cost-benefit analysis when deciding on what 

strategies they employ to achieve their goals.

 When cybersecurity is thought about in this way, attackers and defenders make cost-

benefit calculations about employing certain strategies and tactics. Therefore a key strategy 

that a defender should employ is to deny the attacker any vector of attack in which the 

costs the attacker must pay to compromise the target are less than the benefits the attacker 

would derive from the attack. To clarify, a perfect defensive posture is one where no rational 

attackers believe they can derive reward from attacking its target.

 In the case of cyberterrorism, this is a paramount concept. Security is economics is 

at the heart of deterrence, a security strategy employed varyingly by every major world 

power during and after the Cold War. However because of issues related to the attribution 

of attacks and legal roadblocks set up by sovereign state system, deterrence is a difficult 

strategy to employ against terrorist groups. Because of these particular constraints, this 

forces governments to choose a less contemporary form of defense, defense by denial 

(Lindsay, 2015). 

Defense by denial is a situation in which the security environment is manipulated by 

defenders in such a way that an attacker who attempts to breach its target has a negligible 

chance of succeeding. An attacker who believes that success is impossible will therefore 

not sacrifice the resources required to mount an attack. In summary, Security is economics 

shapes the security environment of cyberterrorism in such a way that denial is a better 

strategy than deterrence. Because of this, a defender might invest more in tangible defensive 

cyber security rather than a deterrence strategy.
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QUESTIONS TO ANSWER: 
Question 1: 

Are there always links between a physical conflict and a cyber attack? 

When has this been the case and are there scenarios where this is not? 

With this, the delegates should research into the major incidents that have 

happened in the world since the turn of the millennium (9/11, wtc) and see 

if they can find links between that and a corresponding cyber attack. 

Question 2:

Is it ever possible to be completely safe from a cyberattack caused by 

terrorists? Can a nation be bullet (Bug) proof at all times? What is the 

main protocol that nations should follow if they do suffer a breach? 

Are there any nations that do not have such protocols? With this, the 

delegates should be taking into consideration not only the impact on 

the government, but also on the people of that country. They should 

be thinking about the best course of action which involves tackling the 

problem in an efficient manner without alarming the general public and 

causing unrest.

Question 3: 

Why hasn’t the UN come up with a strict/proper definition for 

Cyberterrorism? What is stopping/inhibiting them from coming up with a 

suitable definition?

Question 4:

Is your country/nation for or against the surveillance and collection of data 

on civilians on a daily basis? Do they believe that they can protect their 

people better if they have information on everyone at every time? And 

under what circumstances is it alright for a nation to use the internet to 

infringe on one’s privacy?
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Topic B: Military Aid 
 The concept of military aid falls into the bigger picture of foreign aid, and hence it is 

necessary to understand foreign aid and how that ties into the diplomatic relations around 

the world. In a brief sense, foreign aid is anything that one country gives to or provides 

for the benefit of another country. More often than not, such help comes in the form of 

monetary donations, but it can also include things such as goods, food or technical support. 

In a broad sense, foreign aid can be divided into four categories, as pictured below

Figure 1: shows the breakdown of foreign aid spending of the US in 2016

As with any aid, the question that follows is what is being done with the aid that is provided? 

In 2016, the United States of America was known to give roughly $18.2 billion in foreign aid in 

the manner shown below:

Figure 2: Top 10 countries that received US foreign aid in 2016
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 Looking at this, it is clear that Afghanistan and Iraq, for example, used approximately 

$6.2 Billion in military assistance for conflict, peace and security purposes, according to 

a report by the USAID. Included in this was help in programming, from counter-terror 

operations all the way to building a solid legal and judicial system. In other cases, countries 

like South Sudan and Ethiopia used their aid in humanitarian assistance in the form of 

emergency food aid, needed especially after the famine South Sudan experienced. 

 The concept of aid is tricky. On the one hand are a handful of supporters of the fact 

that a nation should learn to pick themselves up after a period of crisis, hence reducing the 

“dependency” factor and having the courage of starting again. On the other hand, are those 

who believe it is simply human decency which calls for us to help those in need when needed. 

With this topic of military aid, debate could be seen to go in various different, yet pivotal 

directions - one such direction is questioning the idea of military aid. Is it really necessary? 

Are there any alternatives? Another direction is questioning if sending the military to certain 

countries is always a smart idea. It is a sad fact that although we live in a world where 

peace reigns power over war, there are still some nations that do not mesh well with others. 

Another direction this debate could flow in is questioning if military aid should even be a form 

of aid. Quite recently, it seems that the provision of military aid has been on the rise, notably 

since the September 11 attacks on the World Trade Center, with its main purpose to be a 

counter to general terrorism. In particular, it was seen that the US had increased its provision 

of military aid to other nations in comparison to humanitarian aid. 

 Military ais, as defined above, pertains to the provision of military personnel to assist 

a “poor” country in maintaining territorial control. Its stated aim is to help allies fight 

terrorism, counter-insurgencies or help fight the war on drugs. It may also be in the form of 

training, helping the military of these underdeveloped nations in combat arts and intelligence 

gathering, or in the more extreme cases, giving credits to foreign militaries to purchase 

weapons and equipment from the donor country. 

 Looking at the 1998 Regulation of Foreign Military Assistance Act (RFMAA), the 

concept of “foreign military aid” is military-related services in the form of “advice or training, 

recruitment of personnel, financial, logistical, intelligence or operational support, medical 

or paramedical services, procurement of equipment, or security services for the protection 
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of individuals involved in armed conflict or their property”. Here is a brief breakdown of the 

different kinds of Military Aid available: 

1. Monetary Assistance: this refers to the transfer of money to the receiving 

country from the donor country, who, in turn, can use this money to purchase 

weapons, training or services from the donor country. 

2. Military Bases: This is usually when a nation has set up camp in a foreign state 

in need of help. In such cases, their main aim is to be ready on a moments notice 

and provide military help and expertise when needed. This however, can be 

construed as a breach of a nation’s sovereignty, as a foreign nation has military 

control on land surrounding a recipient nation. These are the cases where the 

lines are blurred when it comes to help using military. 

3. Military Training: This is when a donor nation helps train the recipient nations 

military if it chooses to. In the US for example, the US International Military 

Education and Training allows foreign governments to pay for military education 

on US weapons to those it believes fit of its services. 

 Although there are many more types of military aid that can be provided, these are the 

three main kinds that are sent out when needed. It does, however, seem that military bases 

are one of the key ways that a nation offers to provide military aid. One of its most important 

advantages is the convenience it provides; they are present when needed and can impact a 

situation on the spot. Furthermore, it allows the nation to feel protected, knowing that they 

can have help in a moments notice. As seen in the definition of military aid, it seems that they 

are generally always provided to nations which are poor, or are unable to help themselves 

out of a situation. However, it is also this idea of bases that seems to breach the basic 

sovereignty and human rights of a nation. 

 For example, in a study conducted by Amnesty International in 2016, it was noted that 

Russia had bombed civilians in Syria rather than those with the presence of the Islamic State. 

Just with this statement, it can be seen that military aid is not always the best scenario. It 

can be ineffective in its ways, and there is never a sure guaranteed by the doner that they will 

do everything that will protect the interests and the people of the recipient nation. We can 
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again see this through the backlash that happened in early January of 2018, when the US 

blocked military aid worth $255 million to Pakistan after consistently supplying them with aid 

throughout the whole time the Obama administration was in power. Here are just some of 

the numbers in the aid given to Pakistan: 

Year Total (in millions) Security Aid

2010 4,504 1,236

2011 3,581 1,277

2012 2,604 849

2013 2,633 361

2014 1,721 353

2015 882 336

2016 794 316

 With the US known to be the strongest Pakistani ally, it seem like a rare occasion that 

their military funding would be cut, but it seem rather inevitable with the death of the Osama 

Bin Laden that the US government would have pressure to reduce its military aid to Pakistan. 

Difficulty monitoring Military Aid:
Along with the provision of military aid, it is also important for such aid to be monitored and 

regulated. Although there are agreements in play that help to regulate the military bases 

around nations, there is never any limit as to what the military of a country can do when 

it is given orders by the donors. There was an attempt made by South Africa in 1998 when 

they made the Foreign Military Assistance Act, which aimed to prohibit the use or training 

of persons to engage in mercenary activity or the financing of such activities unless gone 

through the proper channels with the government of the host country. However, another 

problem that occurs with acts like these is the monitoring that has to occur, as such actions 

are taken in the spur of the moment and are often considered to be highly contextualized. 

One example of the problem this lack of regulation can cause was seen with the 2011 covert 

operation that was licensed by the US government to allow the Marines to raid the location 



Berkeley Model United Nations LXVII 25

where Osama Bin Laden was said to be hiding, somewhere in the Pakistani-Afghan border. 

The Marines went through with the mission without the consent of the Pakistani or the 

Afghani officials, showing how ineffective the monitoring and regulation of military bases 

truly are. 

KEY WORDS: 
Military aid:

Aid which is used to assist a country or its people in its defense efforts, or to 

assist a poor country in maintaining control over its own territory. 

Foreign Aid:

Foreign aid is money that one country voluntarily transfers to another, which can 

take the form of a gift, a grant or a loan.

Humanitarian Aid: 

Material and logistic assistance to people who need help. It is usually short-term 

help until the long-term help by government and other institutions replaces it.

Developmental Aid: 

In accordance with the Organization for Economic Co-operation and 

Development (OECD), it is defined as he economic development and welfare of a 

developing country.

Military Base: 

An installed facility which serves to operate military action. (Glebov, Sergiy, 

Rodrigues, 2009). In essence, they are used for peacekeeping operations to 

provide humanitarian support to the hosting country. 

Question of Sovereignty 
 An obvious threat that comes with military aid is the breach of sovereignty of the 
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nation who is receiving the aid. In the form of money transfer or trade of arms, such a threat 

is not as prominent as there is no need for physical presence. But when it comes to military 

bases and the presence of another nation on a recipient nation’s sovereign borders on a 

continuous basis, that is when nations feel surveilled. By definition in international law, a 

sovereign state is one that has a permanent population, defined territory, one government, 

and the capacity to enter into relations with other sovereign states (Shawn, Malcom Nathan, 

2003). It is commonly assumed that only weaker governments need military aid, and this is 

due to the fact that weaker nations do not have the weaponry or human resources to defend 

themselves, and so a 3rd party is needed to assist them in such a manner. 

 As such, there have been agreements that are put in place that help regulate military 

bases in nations all around the world. One such agreement is called the Visiting Forces 

Agreement (VFA), which clarifies the terms and conditions under which the military bases can 

operate. It is mainly related to legal issues and military individuals, and also talks about how 

any civil damage caused by the donor will be handled. One of the major reasons for such 

an agreement to exist is to provide a peace of mind to the host nation. If a crime such as 

robbery, rape, manslaughter or murder is carried out in the host country by visiting service 

members, it can be a cause of huge political scandals and political venom between the 

nations. 

 Another agreement that helps regulate military bases to protect sovereign borders is 

called the Status of Forces Agreement, or SOFA, which also deals with the conditions under 

which the servicemen in the host country can operate (Manson, Chunk, 2014). Both of these 

agreements are present for the protection of the civilian population of the host nation as well 

as the protection of the service men. But it is very often that these agreements come into 

scrutiny and controversy when crimes are committed. 

 As an example, in 2005, it was reported that American Marines on Philippine soil were 

charged with raping a local woman with whom they had been drinking. There was a lot of 

talk about who should be handling the case, the Philippines or the US. But eventually, the 

case was taken by the Philippine courts and the men in question were rightfully punished. 

But a case as serious as this also brought out the true nature of military aid and how it is not 

always as beneficial as it seems on paper. 
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 Another case that brought about scrutiny was the 2002 case involving the US military 

taking the lives of 2 innocent South Korean school girls while on duty. The men in charge of 

the crime were tried under the US judicial system, where the case was given the verdict of 

negligent homicide, despite the fact that the Republic of Korea requested that the men be 

tried under the ROK judicial system. With such agreements in place, it is clear to see how 

it can benefit the host and donor country, but it brings about the ethical question of who 

should pay when crimes like these are committed. 

 And this is not just a recent development. In the 70s and 80s, the US also terminated 

its aid to Chile and Argentina because of reports that these countries were breaking basic 

human rights and not abiding by the laws (Clarke, Duncan, Ellis 1997).

US MILITARY AID: 
 The United States is known to be one of the biggest players when it comes to the 

provision of Military Aid. It was stated that as of fiscal year 2017, foreign aid between 

the U.S. State Department and USAID totaled $50.1 billion, or just over 1% of the budget. 

Moreover, out of the $49 billion spent on general foreign aid (McBride 2017), around 35 % 

was reported to have been dedicated to military aid and security (Tarnoff, Lawson, 2016)

In general Foreign military financing by the US State Department provides grants for the 

acquisition of U.S. defense equipment, services, and training. Their goals are:

• Promoting national security by contributing to regional and global stability

• Strengthening military support for democratically elected governments and 

containing transnational threats, including terrorism and trafficking in narcotics, 

weapons, and persons

• Fostering closer military relationships between the U.S. and recipient nations

 

 Peacekeeping Operations (PKO) provide voluntary support for international 

peacekeeping activities. These funds support non-U.N. operations and training in response to 

a nation’s crisis. The goals of PKO are:

• Promoting increased involvement of regional organizations in conflict resolution
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• Helping leverage support for multinational efforts in the event of a nation’s crisis. 

• The International Military Education and Training program (IMET) offers military 

training on a grant basis to foreign military officials. The goals of IMET are

• Encouraging effective defense relationships

• Promoting interoperability with U.S. and coalition forces

• Exposing foreign civilian and military officials to democratic values, military 

professionalism, and international norms of human rights

Here is a visual that shows the US security assistance by country in the year 2017 as a 

request. 

 As we can note, Afghanistan is to be the biggest with $3.67B, followed by Israel at 

$3.1B and in third, Egypt with $1.3B. 

 Although the US is seen to provide military aid to all of these nations, it stands to 

question where are their other fellow allies, such as members of the NATO, India, Saudi 

Arabia or Japan? By comparing these countries to those on the list, it would seem quite 

obvious that none of these nations are in severe financial peril. Instead of sending their 

military out to these nations who already have a well developed military system, the US 

provides military help through other channels, namely through the provision of arms. In 2016, 

they were named the top global arms traders with a net sale of $9.9 Bn. Despite this, it is 

hard to stray away from the fact that the US has provided a lot of aid to nations all around 

the world. In 2015, CNN made a claim that Israel(3.1 bn) and Egypt(1.3bn) received a total of 

75% of all foreign military aid.

• What also stands out is the regional distribution -

Figure 3: 
US security 

assistance in 2017 
as a request
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• Middle East - 64%

• Africa - 23%

• Accounts 86% of all foreign military financing last year. 

 Furthermore, in July 2018, it was also reported that the US released $195 million 

in military aid to Egypt that was previously held back due to concerns of human rights 

violations taking place in Egypt. In addition, it is stated that the State Department has sought 

another $1.3 billion in foreign military financing for Egypt in the 2019 financial year. Egypt is 

the second largest recipient of foreign military aid, and in a report released in Washington, it 

was stated that the US had provided approximately $80 billion in military and economic aid 

Egypt over the past 30 years. 

 However, it has come to light that this aid is not doing much in terms of peace and 

security in the area. Despite the billions of dollars in military aid sent to Egypt, it would seem 

that they have mightily struggled with containing the ISIS militants who are only 1200 strong. 

And this is not just the case in Egypt. 

 The US is seen as a huge foreign military aid supplier to Saudi Arabia, seeing as they 

are a key US ally in the Middle Eastern region. In 2017, President Donald Trump signed a 

letter of intent that allowed the US to sell American arms to Saudi Arabia totaling USD 110 

billion. Furthermore, in 2016, the Obama Administration also proposed a series of arms deals 

that were worth around USD 115 billion. But even with all this aid, the Saudi’s barely used 

their American arms or their advanced combat aircrafts in the anti-ISIS operation in Syria 

that was led by the US. 

  

Figure 4: Infographic of 

how much FMA the US 

gives out and to whom
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Impact on Nations 
 The provision of military aid does have impacts on both, the donor and the recipient 

country, which is important to address. There are usually 3 main kinds of impacts that such 

an aid can have. 

 The first is political impact. For the donor country, providing military aid in the form 

of arms is a way of boosting political ties or creating new ones. It gives such nations the 

position of the influencer and makes them more politically strong. However, for the recipient 

nation, the political impact is usually the opposite. Although they have the suppor of other 

nations, it makes them dependable on such aid. Furthermore, they allow their national 

borders and sovereignty to be breached as other nations enter and set up camps around 

their sovereign borders. 

 On the social front, it makes the nation providing the aid gain popularity for their 

good deeds and their concern for the safety and security of other nations, even though it 

is virtually impossible to understand the motives behind any one nation sending their own 

military to other nations. This is not always positive, however. As discussed before, there have 

often been cases where the military men are seen to violate human rights and perform acts 

of violence. 

 On the economic front, the recipient sees a lot of benefits. With military aid comes 

the building and maintenance of military bases (in most cases), which then means that 

more people will be employed to help build these bases. As employment increases, there 

is an increase in the average disposable income of these workers, which generally means 

that they can afford a higher standard of living and quality of life. In the donor country, 

those responsible for building and assembling these arms are also in benefit. With so much 

money going out to nations to allow them to purchase these weapons, there seems to be an 

increased demand for them, which means more sales leading to more revenue. 

The UN Charter addressing Military Aid:
The UN has been known to encourage every member nation to spend approximately 0.7% of 

its annual GDP in the provision of foreign aid. Apart from this, the UN recognizes that:

• States have a duty to protect the rights of other States within their dominions; 
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they are required to use due diligence to prevent the commission of criminal acts 

against other States or peoples.

Additionally, in relation to Military Aid:

• Chapter VII, Article 42 allows the Security Council to use any means necessary 

to achieve maintain or restore international peace or security should any non-

military action seem futile (UN) 

• Chapter VII, Article 43-47 ensures a balanced relationship between the Security 

Council and its member states by providing troops to maintain international 

peace and security.(UN)

Key Resolutions: 
There are no resolutions that directly address the need and provision of foreign Military Aid, 

but there are resolutions that are related to the need for assistance and foreign presence in 

certain areas around the world. 

1. RES 2071 - adopted resolution proposed in 2012, which  

 a. the 15-member body declared its readiness to respond to Mali’s request 

for an international military force

2. A/RES/72/20 - A/RES/70/21 - A/RES/68/23

 a. All of the above resolutions look to provide objective information on 

military matters, such as transparency of military expenditures.

ACTS: 
Various different acts have been passed which are in direct relation to the provision of 

foreign military aid. 

• Foreign Assistance Act of 1961, was an act passed by Congress of the US, that 

reorganized the concept of foreign aid in the US, separating Military from Non-

Military and introducing the organization USAID to help administer non-military, 

economic assistance aid. The act also stated that the Government would not 

give aid to those countries who “engaged in a consistent pattern of gross 

violations of internationally recognized human rights”
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• Mutual Security Act of 1951, was an American foreign aid act that was brought 

about by the amendment to the initial Mutual Defence Assistance Act of 1949. 

The Act aimed “help poor countries develop and to contain the spread of 

communism”, with annual authorizations of about $7.5 billion, out of a GDP of 

$340bn in 1951, for military, economic, and technical foreign aid to American 

allies.

• Arms Export Control Act of 1976 called for the restriction of trade in arms with 

those nations who were known to blatantly violate basic human rights. The Act 

also placed restrictions on American arms traders and manufacturers by not 

allowing them to sell to certain parties and asking for a thorough checking and 

documentation before sales went through.

Other Key Players: 
China

China has been know to be one of the top exporters of arms in their help 

towards providing military aid. In June 2018, they granted over 100 million USD 

to Cambodia.

Russia

Russia is also known to be a top donor of military aid in the form of arms. In 

2016, it came second to the US in global arms trade, gaining a total of $6.4 

billion, with its 2 biggest hosts being India and China. (figure below). In March, 

it was also recorded that Russia was giving military aid free of charge to the 

Central African Republic in order to strengthen their security forces and help 

them find a sustainable solution to the long term internal armed conflict.
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Figure 5: Amount in USD given to India and China by Russia in the form of arms

CASE STUDY:
 In recent years, Russia has begun to increase the amount of military aid it sends to 

countries in Latin America. In particular, increases in aid have often coincided with increased 

tension in the United States-Russia relationship. Increases in Russia’s aid have been most 

pronounced in Nicaragua, Venezuela, and Cuba, all of which are countries that did not vote 

to condemn Russia’s actions in Crimea (Carnegie Endowment). Many of these countries share 

historical ties (Nicaragua, Cuba) to the Soviet Union or ideological ties to the current Russian 

government (Nicaragua, Venezuela).

 Venezuela, in particular, has been an important place for Russian military aid in recent 

years. In 2009, the Venezuelan government announced that Russia would be able to base 

strategic bombers on Venezuelan terrain. Naval exercises by Russian ships were conducted 

near Venezuela in 2008 as well.

 Between 2001 and 2013, Russia sold $11 billion in arms to Venezuela. Trade between 

Venezuela and Russia is imbalanced; only $10 million of the $3.42 billion in Venezuela-Russia 

trade was Russian purchases from Venezuela in 2013. 59% of Russian exports to Venezuela 

during this time were arms. This political imbalance in is coupled with increased Russian 

activity in Venezuela’s oil sector.

 Recently, Venezuela has faced increasing international concern for rolling back 

democratic institutions and runaway inflation. 82% of Venezuelan citizens are under the 
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poverty line, but Russian support has helped keep the Venezuelan government afloat in the 

face of widespread economic turmoil and an increased number of human rights abuses. 

This is, in part, because Venezuela is a strategic stronghold for Russia, and one that it has 

considerable influence in. Because Russia has the incentive to keep the current government 

in power and the current government keeps receiving both military and economic aid from 

Russia, it becomes more difficult for the rest of the world to intervene (The Hill).

Questions to Consider:
Question 1:

Is it vital for every country to have a system of military aid? With this, I am 

looking for answers that suggest if there are ways where countries can 

sustain themselves and not have to rely on other member nations to get 

them out of a situation.

Question 2:

Should it be a law for countries to give up part of their military if and when 

it is needed by another country? Should they be willing to sacrifice their 

budget to help a nation that is not theirs? Will it be considered unethical if 

they don’t provide the help? Would it be enforced by the United Nations or 

another 3rd party? If so, what would the guidelines be?

Question 3: 

Should there be a minimum or a maximum cap that should be imposed 

on countries that are willing to provide military aid? Are there any specific 

written laws in your country that govern this? What does the concept of 

repayment look like? 
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